SOP 9049

SMALL BUSINESSADMINISTRATION
STANDARD OPERATING PROCEDURE

APPROPRIATE USE OF SBAOSAUTOMATED INFORMATION SYSTEMS 90 49

INTRODUCTION

1. Purpose: To establish a Standard Operating Procedure (SOP)
for employee and contractor appropriate use of the
Small Business Administration@ (SBA) automated
information systems (AlS).

2. Personnd Congerned: All SBA employees, contractors, and other
authorized users who access the AlS.

3. Originaor: Office of the Chief Information Officer (OCIO)
4, Directives Cancelled: None
5. Distribution: Standad

Effective Date: June20, 2006



SOP 9049

Table of Contents

1. What Isthe PUrpoSe Of ThIS SOP?.......oo ittt e e 3
2. TOWhOMDOES TIS SOP APPIY 2 ettt ettt e e e e e enneeeenes 3
3. Wha Arethe Responsbilities of Agency Managers and Contracting Officer@ Technical

RePresentativeS (COTR)?Z......ie e e eee ettt see st e e st e e e tae e e nnae e e nnaeeesnneeenneeeeenneeeanneas 3
4. What 1s SBAG Policy on Persond Use of SBAGAIS? ......coveveveeeeeeeeeeeeeeeeeeenenens 3
5. Wha Are SBAG (Rules of BehaviorOfor Computer USAgE?...........ovovvveveeeeeeeeeeeeerenenans 5
6. Wha is SBAG Policy Concerning the Use of E-mail Service Provided by SBA?............ 6
7. What ISthe SBA INterNE POLICY?....ccceeee et 7
8. How Not to Get Hooked by a QPhiShiNgQOBCaM. ........c.cevevieiereeeeeeeeeeeee et 8
9. Wha Isthe SBA Peer-t0-Peer POLICY?......ccuvveiiiee et see e enee e 9
10. Wha Shoud SBA Computer Users Know About Malware, Adware, and Spyware?......9

Effective Date: June20, 2006



SOP 9049

1. What Isthe Purposeof This SOP?

The Office of the Chief Information Officer (OCIO) isresponsble for developing,
coordinaing, and disseminaing Agency policy concerning employeesQ contractorsQ) and
othersQuse of SBAG Automated I nformation System (AIS), and ensuring that Agency
management units have implemented appropriate procedures to enforce such policy.

Information Technology (IT) used as pat of SBAB AlS and tha are subject to this SOP
indude

persond computers (PC);

periphea equipment and software for PCs;

telephones;

facsimile machines;

phobcopiers;

e-mail;

Internet connectivity and access to Internet services; and

IT mohile devices (e.g., Blackberries, Persond Data Assistants (PDAS), and
cell phones).

S@rpoooTw

This policy only supplements the SBA Standad Operating Procedure (SOP) 90 47,
(Aiutomated Information Systems Security ProgramOand is notintended to replace it.
AlS users mug befamiliar with therequirementsin SOP 9047.

2. To Whom DoesThis SOP Apply?

This SOP appliesto SBA employees and contractors; where indicated, Or ouOrefers to an
SBA employee or contractor. This SOP also applies to SBAG contractors and employees
of such contractors, where those contractors or employees have accessto, and are
authorized to use, SBAGB AIS. To theextent that this SOP applies to contractors and ther
employees, SBAG contracts with those contractors mus incorporate such SOP provisions
by reference, or restate such provisionswithin thecontracts themselves in order to make
them binding on such contractors.

3. What Are the Responsibilitiesof Agency Managersand Contracting
OfficerOsT echnical RepresentativeCOTR)?

Agency managers are responsble for enauring that their employees are informed of these
policies and tha employees appropriately use ther time and SBAG AlS resources.
Managers aso are responsble for enauring that, when necessary, these policies are stated
in, or areincorporated by reference in, contracts with outside contractors so tha the
policies apply to such contractors andther personnd. The COTR isrequired to ensure
tha the contractor@ personné comply with these policies.

4. What Is SBAO$olicy on PersonalUseof SBAOAIS?

Effective Date: June20, 2006 3



SOP 9049

a. Limited Personal Use. SBA employees, contractors, and other users are
permitted Qimited persond useOof IT within SBAG AIS. This use mug notinterfere
with official busness, and mug involve no more than minimal additiond expenseto
the Government. Limited persond use of SBAGAIS s allowed during work hours
aslongas such use does notresult in log produdivity or interfere with official duties.
This privilegeto use SBAG AlS for nonGovernment purposes may be revoked or
limited at any time by an appropriate SBA managament official.

Minimal additiond expense to the GovernmentOmeans codsin areas such as;
a. Communicationsinfrastructure cods (e.g., telephame chages,
telecommunicationstraffic);
Use of conaumablesin limited amounts (e.g., paper, ink, tone);
Genera wear and tear on equipment;
Minimal data storage on storage devices, and
Minimal trangmission impacts with modeate message sizes such as e-mails
with small attachments.

®Pop o

Unde no circumstances may employees and contractors use SBAG AIS for activities
tha are ingppropriate or offendve to coworkers or the public, such as: theuse of
sexudly explicit materials, or remarks tha ridicule or demean others onthebasis of
race, creed, religion, color, sex, handicap, naiond origin, physca appearance, or
sexud orientation.

While minimal use of SBAG AlS in modeationis acceptable, usage not conforming
to this policy is strictly prohibited. Official Government busness aways takes
precedence over thelimited persond use.

b. Proper Representation. Itistheethical responsbility of employeesto ensure
tha they are nat giving thefalse impression tha they are acting in an official capacity
when they are usng SBAG Al S for non-Government purposes. If theeisa
reasonable expectation tha such persond use will or could beinterpreted to represent
SBA, then theemployee mug use an adequéae disclaimer. One acceptable disclaimer
is: Orhe contents of this messageare mine personally and do not reflect any postion
of the Government or my Agency.O

c. Privacy Expectations. When SBA employees, contractors, and other users access
SBAB AIS for persond use, they do not have aright or an expectation, of privacy;
(induding when accessing the Internet or usng e-mail). To theextent tha employees
wish tha their private activities remain private, they should avoid usng SBAGAIS
for persond use. By usng SBAG AlISfor pasond use, employees acknowedgethat
the contents of any files or information maintained or passed throughSBAG AISis
not secure or anonynous and may be monitored, recorded, and disclosed. Such
transactionsalso may fall unde the Nationd Archives and Records Administration®
Electronic Record Management Policy, Subdgpter B, Records Management, Part
1234PElectronic Records
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SBA employs monitoring tools to detect imprope use of SBAGAIS. Electronic
communicationsmay be disclosed within SBA to employees who have aneed to
know, in order to perform ther duties. SBA officials, such as system managers and
supeavisors, may access any electronic communications In addition, note tha the
Office of Ingector General (OIG) has statutory rights of accessto al SBA records
indudes electronic communications

d. Sanctionsfor Misuse. Unauthorized or improper use of SBAG AlS could result
in loss of use or limitationson use of the AIS, aletter of reprimand, a sugpenson, or,
in egregiouscases, removd from Federa service asoutlined in SBA SOP 3752 2,
isciplineand Adverse ActionsO

5. What Are SBAO©Rulef BehaviorOfor Computer Usage?

You and other users are expected to condud yourselves professiondly in the workplace,
andto refrain fromusng SBAG AlSfor activitiestha are ingppropriate. Thefollowing
are SBA@ (Rules of BehaviorOfor use of SBAG AIS which apply to all users:

a

Equipment Use DExcept as specifically allowed e sewhere in this SOP, you mug
use SBAGIT (induding PCs, computer software, telecommunicationsequipment,
and IT mobile devices) for work-related purposes only.

IDs and Passwords BUser IDs are assigned to individuds, and mug notbe
shared with other pe'sonsor groups Y oumus maintain the secrecy of your
password. If you sugpect your password has been compromised, you mug change
it immediately. Youareresponsble for changing your password every 90 days.
Accountability BYou are accounible for all actionsassodated with the use of
your assignad user ID, and may behdd liable for unauthorized actionsfoundto
beintentiond, malicious or negligent.

Unauthorized Access BY ou are prohibited from accessing, or attempting to
access, information systems or data for which you are not authorized. Youare
prohibited from changing access controls to allow yourself or othersto peform
actionsoutside your authorized privileges. You mug notimitate another system,
impersonae another user, misuse another user@ credentials (user 1D, password,
smart card, etc.), or intentiondly cause some network component to fundion
incorrectly. Youmud notread, store, or trander information tha you are not
authorized to access.

Denial of Service Actions BY ou are not alowed to initiate actionstha limit or
prevent other users or systems from performing authorized fundions induding
communicationsddiberately generating excessive traffic in computer systems or
other communication channds.

Data or Software Modification or Destruction BUnless officially authorized,
you are not allowed to intentiondly modify or dd ete system software, daa, or
programs. This prohibition does not apply to persond daa, unless such datais
contained with an Agency record, or to limited persond use data pertaining to
you.
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g. Malicious Software BY ou mug notingall or use malicioussoftware such as
computer viruses. Likewise, youmug notdownload any software from the
Internet to beingdalled onyour PC, induding screen savers, withoutassistance
from an author zed representative fromthe OCIO.

h. Useof E-mail and Internet Access DE-mail of an unknown or unexpected origin
could contain avirus If in doult, do notopen such e-mail. Contact the OCIO
Office of Information Security at (202)205-7173for further action. Y ou mug
use care when downloading information fromthe Internet.

i. System and Workstation Security DY ou are notpermitted to circumvent system
permissions You are notpermitted to ingall new software onyour machine.  If
new software is required, contact your local IT specialist (or the SBA Help Desk
at 20220564000r hepdesk@sbagov).

j. Remote Access DY ou may remotely access SBAG AlS only with thepermission
of your supevisor and autharization from the OCIO. SBA reservestherightto
limit remote access to ensure the appropriate security for SBAGAIS.

k. Unauthorized Use of Government Resour ces DUnauthorized use of SBAGAIS
for nonwork-related activities, or any abuse of access capabilities, may result in
disciplinary action.

I. Reporting Security ViolationsBY ou mug report immediately to the OCIO
Office of Information Security any suspected security violations breaches,
viruses, or othe security related inddents.

6. What is SBAO$olicy Concerning the Useof E-mail ServiceProvided by
SBA?

Thefollowing policies apply to youandall contractor per'sonnd and vendasusng e
mail service provided by SBA:

a. E-mail services opeated by or for the SBA are for official use, are subject to the
same restrictionson thar persond use, and to the same review process as any
other SBA AIS provided for the use of employees.

b. Messages and files contained within SBA e-mail systems regardless of whether
persond or busnessrelated are consdered Agency propaty, and are subject to
examinaion in connection with authorized official Agency reviews (e.g., OIG
investigations audits and ingections administrative inquiries and reviews, etc.).

c. E-mail messages and files may be classified as official or Agency recordswith
mandaory retention periods The Agency Records Officer isrespongble for
establishing Agency policy one-mail file and record retention.

d. E-mail messages may be consdered official SBA records which mean they may
be subject to administrative review unde the Freedom of Information Act (FOIA)
andthe Privacy Act (PA). Therefore, e-mail messages should be drafted with
appropriate discretion. If printed or stored e-mail messages are deemed
responsve to arequest for information made pursuant to either the FOIA or the
PA, thos items mug bereviewed for disclosure in accordance with the
provisionsof either Act.
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Information aboutindividudsin electronic form (induding e-mail) should be
protected to the same extent as a written record, and disclosed only when required
for authorized purposes. In addition, commercia proprietary information should
be protected in accordance with the conditionsunder which it is provided and
with applicable law.

Unauthorized reading, disclosure, modification, or ddetion of e-mail messages
addressed to othersis strictly prohibited. Violationsof this provisionwill be
addressed within established Agency policies and guiddines on employee
condud.

Employees should conault with specific subject matter SOPs (for example, FOIA,
employee grievances) for additiond information concerning the use of e-mail for
particular activities related to those subjects.

7. What Is the SBA Internet Policy?

Thefollowing policies apply to youandal contractor personnd and vendasusng
Internet services provided by SBA. Interne services are available to hdp you perform
official SBA busness, such as communicating with cusgomers, researching relevant
topics, and obtaining busness information. This Internet use policy isdesigned to hdp
users undestand SBAQ expectationsfor the use of Internet services, and to use the
serviceswisely. Thefollowing guiddines apply to use of SBAG Internet services:

a

Existing SBA policies tha apply to employee conduct in other circumstances,
also apply to employee condud onthelnterne. Thisindudes, butis notlimited
to, policiesonintellectud property protection, privacy, misuse of SBA assets or
resources, sexud harassment, information and data security, confidentiality and
ingopropriate or offensve usage

SBA software monitors, andrecords al Internet usage Therefore, you do not
have aright, nor should you have an expectation, of privacy while usngthe
Internet, induding e-mail messages that you create, send, or retrieve over the
SBA Internet for pasond use.

SBA may ingoect any files stored in the SBA network and respondto reasoneble
requests from law enforcement and regulatory agendesfor logs diaries, and
archives regarding your Internet use. If you use the Internet as part of your
official duties, you mug identify yourself honestly, accurately, and completely,
induding your SBA affiliation and fundion, when requested.

Aswith al the SBA AIS, you are allowed limited persond use of SBAG Internet
services. Youmud notusethelnterng for personal useif such useresultsina
fee charged to SBA. If you donotfollow this Internet policy, SBA may revoke
your Internet privileges and remove your access rights.

SBA employess and contractors are also are prohibited from usng SBAG internet
and email access, distribute, sent, intentiondly receive store, record, or edit
sexudly explicit materials. If youfind yourself accidentally connected to a site
tha containssexudly explicit material, you mug disconnect from the site
immediately and notify your supavisor.
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8. How Not to Get Hooked by a CPhishingOScam.

“Phishingd(pronouned GishingQ istheact of sending to auser an e-mail falsely
claiming to befrom an established legitimate enterprise in an attempt to scam the user
into surrendeing private information that will be used for identity theft. Thee-mail
directstheuser to a Web site where they are asked to updde persond information, such
as passwordsand credit card, Sodal Security, and bank accountnumbers tha the
legitimate organization aready has. The Web site, however, isbogus and set up only to
steal the user@ information.

The Federal Trade Commission suggests thefollowing tipsto hdp you avoid getting
hooked by a phishing scam. While many of them apply to your use of your own emall
and the Internd,, they also apply in part to your use of SBAG AlSfor limited persond
use.

a. If youge an e-mail or pop-up messagetha asksfor persond or finandal
information, do not reply or click onthelink in the message Legitimate
companies don®ask for this information viae-mail. |f you are concerned about
your account, contact the organizationin thee-mail usng atelephonenumbe you
know to be genuine, or open anew Internet session and typein the company®@
correct Web address. In any case, don®cut and paste thelink in the message,

b. Don® e-mail personal or financial information. E-mail is nota secure method
of trangmitting persond information. If you initiate a transaction and want to
provideyour persond or finandal information throughan organization®Web
site, lookfor indicators that thesite is secure, like alock icon onthe browser@
statusbar or aURL for aWeb site tha begins nttps O(the &Ostandsfor
GecureQ. Unfortunaely, noindicator is foolproof; some phishers have forged
security icons

c. Review credit card and bank account statements as soonas you receive them
to deerminewhether there are any unauthorized charges. If your statement is late
by more than a couple of days, call your credit card company or bank to confirm
your billing address and accountba ances.

d. Useanti-virus software and keep it up to dateif you telecommute. Some
phishing e-mails contain software tha can harm your computer or track your
activities onthe Interne withoutyour knowedge Anti-virussoftware anda
firewall can protect you frominadvertently accepting such unwanted files.
Antivirus software scansincoming communications for troublesome files. Look
for anti-virus software tha recognizes current viruses as well as older ones, that
can effectively reverse the damage and tha upddes automatically. A firewall
hdpsto make youinvisible onthelnternet and blocks al communicationsfrom
unauthorized sources. It isespecially importanttorunafirewall if you have a
broadband conneetion. Findly, your operating system (like Windows or Linux)
may offer free software (patchesOto close holesin the system tha hackers or
phishers could exploit.

e. Becautiousabout opening attachments or downloading files from the e-mail
you receive, regardless of who sent it.
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f. Report suspicious phishing adivity to your supervisor and the SBA Helpdesk
at (202)20564000r hdpdesk@shagov

g. Vist www.ftc.gov/spam to learn other ways to avoid e-mail scams and deal with
deceptive spam.

9. What Is the SBA Peerto-PeerPolicy?

SBA prohibits the use of Peer-to-Peer (P2P) communicationson SBAG® AlS which
meansthet a single violation of this prohibition may result in disciplinary actionsin
accordance with SBAQ personné policies.

P2Pisatypeof file shaingtha refersto any software or system alowing individud
Internet users to connect to each other and tradefiles. These systems are usudly highly
decentralized and are designed to facilitate connectionsbetween personswho are looking
for certain types of files. While there are many appropriate uses of thistechnology, a
number of studies show tha the vast mgjority of files traded on P2P networks are
copyrighted mudc files and pomography. Data also suggests P2Pis a common avenue
for spreading computer viruses within IT systems.

P2P software packages are not authorized for use on SBA equipment and represent a
seriousthreat to SBA. Popular P2P clients such asKaZaA, Limelight, Morpheus, and
Gnutella programs have been used to bypass externd protection measures to spread
maliciouscodesuch as Worm.P2P.Duload, W32 Efno Worm, and W32HLLW.Electron.
These viruses rely ontheaccessibility of P2P. In addition to these viruses, malicious
software could easily changethe configurationsof existing P2P clients. For example, a
maliciouscodeintroduced via P2P neworking coud modify your directory settingsso
ingead of C:\MyMusc being accessed, theentire hard drive could be opened for
browsing and downloading. If these applicationsare in existence on SBA-owned
equipment, notify the SBA Helpdesk immediately at (202)205-64000r

hd pdesk@sbagov so OCIO can safely unindall the software and examine the equipment
for maliciouscode

10. What Should SBA Computer UserskKnow About Malware, Adware, and
Spyware?

Alongwith viruses, oneof the biggest threatsto SBA computer users onthelnternet
today ismalware. It can hijack your browser, redirect your search attempts, serve up
nasty pop-up ads, track wha web sitesyou visit, and generally wreak havoc. Maware
programs are usudly poaly programmed and can cause your computer to become
unbearably dow and undable in additionto all the other havoc they wreak.

Adware, which typically displays adsor gahersinformation to beused in advertising, is
themog common typeof malware. Adwareis generally viewed as a mere nuisance.
While annoying in itself, adware also makes your computer vulnerable. If attackers can
ingall adware onyour computer, they can also indall a Trojan horse containing a
keystrokelogge or even remote access software. These more seriousforms of malware
have the potentia not merely to inconvenience users, butto destroy al network security.
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Anothe form of malware is spyware. Spyware programs send information aboutyou
and your computer to somebodyelse. Some spyware smply relays the addresses of sites
you visit or terms you search for to a server located somewhere else. Others may send
back information you typeinto formsin Internet Explorer or the names of files you
download. Still others search your hard drive and report back wha programs you have
ingalled, the contents of your e-mail client® address book (usudly to be sold to
spammers), or any other information aboutor on your computer Bthingssuch as your

name, browser history, login names and passwords credit card numbers, and your phone
number and address.

Here are some tipsto hdp prevent malware and spyware from entering SBA computer
systems:

a. Adhaetothe SBA Peer-to-Peer Policy.

b. Avoid usngIngant Messaging on SBA computer systems Blngant Messaging
can bypass regular anti-virus software and firewalls, providing a back doorinto
SBA systems.

c. OCIO recommendsscanning portable daa storage devices such as CDs, floppy
disks, USB keys, PDAs and partable drivers with virus scanning software before
they are used on SBA computer systems; all of these devices have the potential to
spread viruses and other malware to SBA computer systems.

d. If yoususpect tha you have malware on your computer system, immediately
report it to your supevisor and the SBA Helpdesk at (202) 205-64000r
hdpdesk@sbagov.

It isvery common for people to use thewordsadware, spyware, and malware
interchangeably. Mog produds tha call themselves spyware or adware removers will
actudly removeall types of maware.
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